
The volume and increased 
sophistication of threats to 
the security of corporate data 
and systems, combined with a 
tidal wave of well-intentioned 
experts—ranging from large 
management consulting firms to 
reformed hackers carrying a busi-
ness card—have created a perfect 
storm of cybersecurity confusion 
and misinformation for compa-
nies of all sizes.

Corporate legal profession-
als seeking a rational and cost-
effective means of managing risks 
related to data privacy and online 
security are required to decipher 
cybersecurity jargon and market-
ing hype, to make or influence 
high-stakes decisions based on 
that information, and to explain 
and defend those decisions in 
the corner office as well as the 
boardroom.

To address the current cyber-
security madness, and reflect-
ing on our experience over the 
past decade, we offer the fol-
lowing road map for corporate 
legal counsel to help sort out 
what’s important and what’s 

not. Let’s start with the impor-
tant stuff.

What Really Matters
1. Elevate the Privacy/
Cybersecurity Function

Corporate boards should invest 
the necessary resources and 
assume oversight of senior man-
agement to ensure that appropri-
ate steps are in place to address 
privacy and cybersecurity risks. 
The most effective way to accom-
plish this goal is the creation of a 

dedicated, board-level cybersecu-
rity risk management committee.

To address the increased rate of 
data breaches at U.S. public com-
panies, last December the Cyber-
security Disclosure Act of 2015 
was introduced in the U.S. Senate. 
According to the press release, 
the bill seeks to “strengthen 
and prioritize cybersecurity at 
publicly traded companies by 
encouraging the disclosure of 
cybersecurity expertise, or lack 
thereof, on corporate boards at 
these companies.”
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If this legislation is enacted, 
public companies will be required 
to disclose whether they have 
a director who is a “cybersecu-
rity expert,” or alternatively, to 
explain what steps the company 
has taken to exempt them from 
having a cybersecurity expert 
on the board. The bill would 
also require the SEC and the 
National Institute of Standards 
and Technology (NIST) to pro-
vide companies with guidance 
on the qualifications necessary 
to be considered a cybersecurity 
expert.

Regardless of whether this 
well-intentioned legislation ever 
becomes law, delegating respon-
sibility for cybersecurity risk to 
an individual board member is 
ill-advised for several reasons. 
Notably, cybersecurity is not a 
singular discipline. It encom-
passes many areas of expertise, 
drawing on specialized knowl-
edge from technical, legal, 
operational, risk management, 
forensic and insurance profes-
sionals. Proper management of 
a company’s cybersecurity risk 
demands a board-level commit-
tee whose members represent all 
of those skill sets.

A cybersecurity risk commit-
tee functions like other board 
committees, such as accounting 
or governance, and its mandate 
is twofold: first, to review and 
approve plans and to imple-
ment steps that address the 
company’s specific risks and 
culture. Second, to ensure that 
those initiatives are bench-
marked to industry standards 

and best practices, such as those 
described in the NIST Cyberse-
curity Framework.

Boards are protected by the 
business judgment rule, but this 
rule also obligates boards to com-
plete appropriate due diligence 
to understand the risks faced by 
the company.

2. Make Privacy Issues the Top 
Priority

According to the sheer volume 
of complaints that are filed, data 
privacy should far outweigh 
data security, in terms of corpo-
rate priorities. Although a sig-
nificant portion of data privacy 
complaints are related to tele-
marketing and the Telephone 
Consumer Protection Act, a sub-
stantial number arise from alle-
gations of “unfair or deceptive” 
trade practices under Section 
5 of the Federal Trade Commis-
sion Act.

Deceptive trade practices typi-
cally arise out of claims based 
on discrepancies between what 
a company promises it will do 
to safeguard the privacy or con-
fidentiality of the information it 
collects from consumers in its 
privacy notice, and what the 
company actually does under 
its internal, operational privacy 
policies. A company’s external-
facing privacy notice (or “privacy 
policy”) must be consistent with 
the privacy policies and prac-
tices that the company and its 
vendors apply. For example, a 
recent FTC enforcement action 
concluded that it was a decep-
tive trade practice for a company 

to state in its privacy policy that 
its advertising software would 
only track consumers’ locations if 
they “opted in,” but the company 
actually tracked consumers’ loca-
tions even when the consumer 
specifically denied permission 
for tracking.

Unfair trade practices usually 
arise out of operational tactics or 
processes that cause harm. Sec-
tion 5(n) of the FTC Act provides 
that an act or practice may be 
deemed unfair if it “causes or is 
likely to cause substantial injury 
to consumers,” which is neither 
reasonably avoidable by consum-
ers nor outweighed by counter-
vailing benefits to consumers or 
competition.

However, there are inconsisten-
cies in how “unfair acts or prac-
tices” are defined. State-level 
interpretations can differ from 
the FTC in this regard, and com-
panies can find themselves in 
state court defending against the 
views of judges or juries who do 
not possess the requisite tech-
nical expertise and employ no 
technical experts to advise them. 
To address this risk, companies 
should assign targeted groups 
with managerial responsibility 
(and on-going training) to pro-
actively and periodically monitor 
their privacy notices, policies and 
procedures so that they are not 
only effective, but accurate and 
congruent as well.

Effective enterprisewide risk 
management of data privacy is 
an essential element in building a 
privacy-oriented culture. Achieve-
ment of that goal is always rooted 
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in ongoing employee education, 
training and monitoring.

3. Leverage Attorney-Client 
Privilege

In the rush to become “com-
pliant,” many companies fail to 
consider the post-breach reali-
ties of litigation and the discov-
ery process. For that reason, a 
company’s risk assessments, inci-
dent response tabletop training 
exercises, security investigations 
and all other internal examina-
tions covering privacy and secu-
rity benchmarking tests should 
be conducted under the supervi-
sion of counsel, so that the results 
are covered within the attorney-
client privilege.

Moreover, all of the assessments 
and minutes of review meetings 
related to cybersecurity may be 
discoverable by a plaintiff’s law-
yer unless they are privileged. 
Having an outside law firm sub-
contract all other cybersecurity 
service providers is an effective 
defensive tactic that will help to 
ensure attorney-client privilege. 
It is also important to emphasize 
that if current outside legal coun-
sel does not possess expertise in 
data privacy and cybersecurity, 
companies should also engage 
a firm that does, to ensure that 
these specific issues are managed 
effectively and that “compliance” 
oversight is conducted properly.

What Doesn’t Matter
1. Reliance on Ad Hoc or Piece-
meal Technology Solutions

There is growing recogni-
tion, based on failure rates, that 

antivirus software and other 
types of piecemeal cybersecu-
rity solutions are not silver bul-
lets, and that the modern threat 
environment requires integrated 
and automated capabilities, com-
bined with companywide pro-
gram adoption protocols.

Because networks have differ-
ent profiles, priorities, capabili-
ties and risk tolerances, “off the 
shelf” or “one-size-fits-all” solu-
tions such as firewalls or antivirus 
and anti-malware applications 
may serve a role as components 
of an overall cyberdefense, but 
they are not effective as stand-
alone solutions.

From a technical perspective, 
an integrated defense begins 
with perimeter/boundary pro-
tections such as deep packet 
inspection, malicious behavior 
prediction and web content fil-
tering, along with email filtering 
and malicious link inspection. 
On the network level, behav-
ior-based detections and mal-
ware neutralization/sandboxing 
along with additional malicious 
behavior prediction should 
be monitoring network activ-
ity for abnormal and suspicious 
activities. On the host level, 
behavior-based detections, mal-
ware containment, application 
whitelisting and continuous 
antivirus/anti-malware monitor-
ing are required.

An integrated approach must 
also include corporate policies, 
procedures, training and updates 
that are understood by, and rel-
evant to, every employee in the 
organization. Because so many 

cyberattacks within companies 
rely on tricking employees into 
giving up their credentials, or to 
activate a malicious link or pay-
load, the importance of estab-
lishing this first line of defense 
cannot be overstated. Employee 
education, training, testing, feed-
back (both positive and nega-
tive) and retraining must be a 
permanent part of every com-
pany’s culture.

2. Most Cybersecurity 
Insurance Policies 

Many organizations purchase 
cyber insurance, but very often 
those policies either exclude or 
underinsure coverage of high 
probability events, so that the 
confidence the company exhibits 
is nothing more than a false sense 
of security.

As with any legal document, 
insurance policy details are 
important. Management should 
have a complete understanding 
of what is covered and excluded 
in a cyber policy before it is 
invoked. Although most cyber 
policies purport to cover direct 
loss, legal liability and conse-
quential damages resulting 
from cybersecurity breaches, the 
scope of the risks that these poli-
cies actually cover is often nar-
rowly defined.

In the rapidly evolving world of 
global cyberthreats, cyber policy 
language can quickly become 
outdated and irrelevant. These 
“stale” policies create unantici-
pated risks and vulnerabilities 
for an organization. Increasingly, 
courts have upheld denials of 



coverage decisions by insurance 
companies when those claims are 
passed through third parties with 
which the insured has a separate 
contract involving assumption of 
liabilities.

For that reason, careful and 
ongoing attention must be 
paid to policy exclusions, which 
often include employee-gen-
erated losses. For example, this 
might involve a malware attack 
launched by a phishing email 
opened by an employee. It could 
exclude damages incurred as a 
result of an employee intention-
ally disclosing private informa-
tion regarding a celebrity who is 
a customer or patient. Or it might 
exclude coverage if an employee 
sells information for their own 
benefit, or as part of an iden-
tity theft ring or other fraudulent 
enterprise.

Cyber policy exclusions can 
leave your organization extremely 
vulnerable, and even economi-
cally incapable of resolving post-
breach litigation and damages 
with the affected parties.

3. ‘CYA’ Systems, Policies and 
Procedures

Cybersecurity-related risks are 
real and increasing, and enter-
prise systems, policies and proce-
dures must be much more than 
“Wizard of Oz” window dressing 
to appease the board, or be left 
entirely in the hands of a com-
pany’s IT department.

To provide the necessary level 
of rigor, a company’s threat 
monitoring, detection, contain-
ment and eradication processes 

should be occurring at every 
level of infrastructure in an inte-
grated and automated manner. 
Event classification and log filter-
ing should be used to produce 
customized alerts for network 
administrators. This is a crucial 
step in preventing “alert fatigue” 
where low-level but persistent 
alarms desensitize an organiza-
tion, causing actual threats to be 
disregarded or response time to 
be compromised.

In addition to being able to 
defend themselves, local net-
works should participate in 
regional or industry-level col-
laboration that provides over- 
the-horizon visibility and defense 
strategies. As the rapid spread of 
ransomware has demonstrated 
over the past year, once mali-
cious actors discover a lucrative 
new attack tool, the practice 
spreads and is refined in various 
ways. For that reason, compre-
hensive protection also includes 
a global, cross-enterprise, cyber 
response capability to monitor 
large-scale threats and vulner-
abilities.

The Bottom Line

Sorting through the current vol-
ume of cybersecurity noise can 
be a challenge, and it’s a task that 
should not be managed in siloed 
fashion. Toward that end, the cor-
porate legal, securityrisk manage-
ment and IT functions must be 
aligned, sharing information and 
insights and working in partner-
ship to address cyberthreats. IT 
and risk management/security 
groups should understand legal 

ramifications of network intru-
sions and data breaches. Addi-
tionally, legal professionals 
should collaborate with IT and 
security/risk management on 
issues such as regulatory require-
ments for preparedness and 
incident response, particularly 
in determining whether breach 
notification requirements apply 
to a particular incident.

In fact, the most significant 
cybersecurity threat is not exter-
nal; instead, it is what happens, 
or fails to happen, inside the 
organization in advance of a 
breach.
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