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Senators Introduce Legislation to Address Airline Cybersecurity and Privacy

Bradford P. Meisel!
BMeisel@mdmc-law.com

In recent months, Senators introduced two bills addressing airline cybersecurity and privacy.

The first bill, the Passenger Privacy Protection Act of 2019, was introduced by Senators Jeff
Merkley (D-OR) and John Kennedy (R-LA) on April 11, 2019 and referred to the Senate
Committee on Commerce, Science and Transportation.? The bill was introduced less than a
month after Senators Merkley and Kennedy wrote a letter to executives of eight air carriers
including Delta, Southwest, United and JetBlue expressing concern regarding airlines’
monitoring of passengers after CNN reported that multiple airlines had cameras embedded in
aircraft seats.® * The Senators’ letter asked the airline executives to provide information
regarding whether they use cameras to monitor passengers, the purpose of any such camera
usage, and security measures used to prevent the hacking of cameras monitoring passengers or
data obtained from cameras monitoring passengers.®

The Act, which would apply to all air carriers and foreign air carriers, would prohibit the
installation of any in-flight entertainment system with an embedded camera or microphone or
any camera or microphone separate from an in-flight entertainment system that is designed to
observe a passenger.®

The Act would require that any camera already embedded in an in-flight entertainment system be
removed, permanently disabled and covered, or covered to prevent it from making any

! Bradford P. Meisel is an Associate at McElroy, Deutsch, Mulvaney & Carpenter specializing in corporate
transactions, cybersecurity, data privacy, and drone law who previously served as a Senate Judiciary Committee
Law Fellow to U.S. Senator Sheldon Whitehouse of Rhode Island and Cybersecurity and Technology Law Clerk to
U.S. Senator Gary Peters of Michigan.
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observations within two months of the Act’s enactment.” The Act would also require that any
microphone already embedded in an in-flight entertainment system be removed or physically
disconnected and covered to render it ineffective within two months of the bill’s enactment. The
Act further requires that any cameras or microphones separate from an in-flight entertainment
system designed to observe a passenger be removed within two months of the Act’s enactment.®

The second bill, the Cyber AIR Act, was introduced by Senators Ed Markey (D-MA) and
Richard Blumenthal (D-CT) on July 18, 2019 and referred to the Senate Committee on
Commerce, Science, and Transportation.® Although Senators Markey and Blumenthal
previously introduced a version of the Act in 2017 and Senator Markey introduced a version of
the Act in 2016, the Senate Committee on Commerce, Science, and Transportation never voted
or held hearings on either bill.1% 1!

The Cyber AIR Act would direct the Secretary of Transportation to prescribe regulations
requiring air carriers, foreign air carriers, and manufacturers of aircraft or electronic control,
communications, maintenance, or ground support systems for aircraft to notify the Federal
Aviation Administration (FAA) of any attempted or successful cyberattack on any system on
board an aircraft or any maintenance or ground support system for aircraft.*> The Act would also
direct the Commercial Aviation Communications Safety and Security Leadership Group
established by the January 29, 2016 memorandum of understanding between the Department of
Transportation (DOT) and Federal Communications Commission (FCC) to evaluate the
cybersecurity of broadband wireless communications equipment designed for consumer use on
aircraft, develop effective methods for preventing foreseeable cyberattacks that exploit such
equipment, and require air carriers, manufacturers, and communication service providers to
implement technical and operational security measures deemed to be necessary and sufficient.!3
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